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Summary of Audit Area 

Disaster Recovery involves planning to protect an organisation from the 
effects of significant negative events.  A disaster can be anything that puts 
normal IT operations at risk, from a cyberattack, hardware failures to natural 
disasters.  Disaster Recovery plans and procedures should enable IT 
services to continue operating as close to normal as possible or recover to 
normal operations in a timely manner.  The Disaster Recovery process 
includes planning and testing, and may involve a separate physical site for 
restoring operations.

Risks

 Unnecessary system downtime or inability to adequately recover 
business systems and applications through the absence of adequate 
and tested Disaster Recovery arrangements;

 Failure to document and test Disaster Recovery plans;
 Legislative action through the loss of commercially sensitive data;
 Lack of environmental protection for live server hardware; and
 Unauthorised access to GCC server hardware and backup media.

Summary Terms of Reference of the Audit

The scope of the audit review was based on known good practice and 
encompassed:

 GCC information security policy guidelines on IT Disaster Recovery;
 Documented Disaster Recovery plans;
 Regular rehearsal and testing of Disaster Recovery arrangements;
 Technical recovery procedures for all key GCC systems;
 Physical security and environmental protection for all GCC server 

hardware;
 Data backup arrangements including off site data storage; and
 Commercial contracts including confidentiality agreements for key IT 

Disaster Recovery suppliers.



Key Findings Current Status

The audit review identified a number of areas of good practice. Production 
servers are hosted at Corsham in a purpose built data centre. The Corsham 
site offers a high level of physical security including onsite security guards, 
CCTV and biometric access controls.  Physical access controls are 
supplemented by environmental protection including Uninterruptible Power 
Supply, a bank of diesel generators and two power feeds to the National 
Grid.

The NetBackup utility has been deployed to manage daily (incremental) and 
weekly (full) data backup routines.  Backup data is replicated across two file 
servers in Corsham and Gloucester.  Authentication to NetBackup is 
managed by Active Directory and access restricted to valid and authorised 
members of the ICT team. Sopra Steria are contracted to provide technical 
support for the majority of Council business applications.  As part of their 
technical support role, Sopra Steria negotiated a sub-contract for the hosting 
of all Council servers at the Corsham data centre.

The findings from the audit also identified improvement actions to ensure 
that there is a reasonable chance of a timely recovery from an incident.  The 
main areas that required attention were:

 The lack of an up-to-date IT Disaster Recovery plan;
 No recent testing of ability to recover critical systems in the event of a 

disaster; and
 Absence of documented technical recovery procedures for many 

critical GCC systems.

The above findings resulted in three audit recommendations being raised.

The lack of an up-to-date IT Disaster Recovery plan, supported by prioritised 
critical system recovery procedures exposes the Council to the risk of 
inability to properly recover in a timely manner if a serious incident /disaster 
should befall the Council. 

At the point of audit report, ICT were proactively reviewing newly-developing 
Disaster Recovery options to enable them to move towards an up-to-date 
documented IT Disaster Recovery plan. Based on this documented positive 
direction of travel alongside the areas of good practice in place, a 
satisfactory assurance opinion was applied to the IT Disaster Recovery risk 
identification maturity and control environment.

Following review and consideration of the IT Disaster Recovery audit 
outcomes, Audit and Governance Committee requested that management 
attend the October 2018 Committee meeting to provide an update against 
the audit recommendations. 



Action taken as at October 2018 and/or proposed

Recommendation 1

Audit recommendation:

Management should ensure that a documented and approved IT Disaster 
Recovery plan is produced outlining all recovery arrangements in the event 
of a disaster befalling the Corsham data centre.

Original management response: 

This document is currently being updated by a dedicated resource in ICT. 
The final draft version is expected to be produced by September 2018, for 
final review and agreement by ICT Governance Board in October 2018.

Management update as at October 2018:

The ICT Service has commissioned the councils’ outsourced ICT managed 
service provider (Sopra Steria Ltd.) to update the corporate IT Disaster 
Recovery Plan (entitled ICT Service Continuity & Recovery Plan) to reflect 
the ever-evolving GCC data centre and storage requirements solutions.  

Recommendation 2

Audit recommendation:

Management should ensure that IT Disaster Recovery arrangements are 
subject to annual testing.

Original management response:

ICT are planning a test in October 2018. The intervening months are being 
efficiently utilised to plan for this activity.

Management update as at October 2018:

The ICT Service had already commissioned the councils’ outsourced ICT 
managed service provider (Sopra Steria Ltd.) to schedule an annual test 
restore of the new IT disaster recovery solution.  This was due to take place 
w/c 29th July but was unfortunately impacted by a real test of the service 
when a failure of the council’s Oracle database environment took place.  
This outage impacted upon the ERIC adult social care system and the 
Capita ONE children’s database – access to both solutions was restored 
within 24 hours.  The cancelled annual test restore is currently being 
currently re-scheduled. 

Recommendation 3

Audit recommendation:



Management should ensure that documented technical recovery procedures 
are produced for all critical GCC applications.

Original management response:

ICT will work with each individual asset owner per system to agree 
processes required to recover the core application. This will be factored into 
the ICT work programme.

Management update as at October 2018:

This activity is under constant review as the five defined council critical 
business systems have evolved and developed.  As with the Oracle 
database outage w/c 29th July, this technical recovery procedure was utilised 
and will be reviewed and updated where necessary. 
 


